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Thorough. Accurate.
Experienced.

The Green Valley Group is a multi-inspector home and

stucco inspection company with over 11 years’ experience,
providing over 800 inspections annually.

Our reports are highly detailed and delivered quickly, and we
are committed to helping our clients navigate buying, selling
or home ownership with objectivity and professionalism,
providing them with the information they need to make an
informed decision.
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Home Inspections • Stucco Inspections • Radon Testing • Water Quality Testing
Thermal Imaging • Education & CE Provider • Report/Bid Review
Third-Party Oversight • Building Envelope Forensic Consulting Services
Litigation Consulting & Expert Witness Testimony
• ASHI Certified Inspectors - Licensed in PA & DE
• Exterior Design Institute Building Envelope II Certified
Stucco & EIFS Inspectors
• Infraspection Institute Certified Level II Infrared Thermographer
• DEP Certified Radon Measurement Provider

610.347.0620 • PO Box 242, Unionville, PA 19375
info@thegreenvalleygroup.com
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CHA IR M AN ’S

MESSAGE

Encrypted Software
Technology

T

his year has proven to be yet another very productive and good overall
year for both our industry and fellow REALTORS®. We have seen some
normalcy return to our industry despite some of the lowest inventory on
record and what seems to be an abundance of “ready, willing and able”
buyers. We’ve also seen significant strides with first time buyers and a healthy
return to the high-end luxury market. However, the overall lack of inventory
as well as the challenge to continue to create a sustainable supply of affordable
homes in our market places is our largest long-term challenge. Ironically, I
have heard from many practitioners that they do have a fair amount of “underappreciated” inventory that requires too much work for most consumers and
that property taxes in some areas are continue to make some homes unobtainable thus placing downward pressure on property values.
That being said, we are seeing significant challenges within our industry.
Most importantly, with how we interact and transact with our customers.
The breaching of personal information and data is the largest threat to all
of us. While recent technological advances have undoubtedly made us more
efficient and effective when managing a transaction, we are now faced with
a constant global threat to hack both our and our client’s information and
intercept their monies. Real estate transactions are being targeted because it
is easy to identify real estate agents and track properties via the abundance of
information available online. We have all heard stories and in some cases have
been personally impacted by the hijacking of both personal information and
our client’s finances. Yes this is really happening!
I believe we all have a responsibility to work together to engage the use of
a national encrypted software platform or hub that would protect all of us.
This is being done in both the mortgage and title industries. New technologies,
like Blockchain, will most likely become the norm. Just as the majority of us
now grew accustomed to technologies like DocuSign and zipForm, we’ll have
to accept and embrace encryption software technology in the near future.
In addition to becoming the norm, the utilization of encryption software
technology would be one more tool that we can use to differentiate and tout as
to why you should not sell your home on your own and why you should hire
a REALTOR®.
Keep in mind that today no phone or email exchange is safe. This is
a growing problem around the world. The first step is to understand and
acknowledge it. The next step is to accept and embrace these changes as
we start taking action to insure that we do our best to protect our clients’
information and finances.
Wishing you all the best for a healthy and happy remainder of 2018! n

KENNETH ENOCHS
CHAIRMAN
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RPAC
SWEEPSTAKES
SHOW YOUR SUPPORT OF RPAC FOR A CHANCE TO
WIN A 2-YEAR LEASE ON A TOYOTA HIGHLANDER!
A strong RPAC is critical for the future of real estate.
Your investment will help elect candidates that support:
 Maintaining the Mortgage Interest Deduction
 Fighting Local Point-of-sale Ordinances
 Promoting Common Sense Property Tax Reform
Have you invested in 2018? Even if you have given, any additional investment in RPAC will go a
long way toward protecting your industry and career.
To automatically enter, simply make a $99 investment into RPAC and you will then have a
chance to win a 2-year lease on a Toyota Highlander! The drawing will be held on December 7th!
For complete details and to enter, go to
http://swra.co/wp-content/uploads/2018/04/RPAC-Car-Sweepstakes.pdf
Contributions are not deductible for income tax purposes. Contributions to RPAC are voluntary and are used for political purposes. You
may refuse to contribute without reprisal and the National Association of REALTORS® or any of its state associations or local boards will
not favor or disfavor any member because of the amount contributed. Seventy percent of each contribution is used by your state PAC to
support state and local political candidates. Until your state PAC reaches its RPAC goal, thirty percent is sent to the National RPAC to
support federal candidates and is charged against your limits under 2 U.S.C. 441a; after the state PAC reaches its RPAC goal, it may elect
to retain your entire contribution for use in supporting state and local candidates.

Inspection Services Group
Providing Peace of Mind

Now
Licensed in

Home | Radon | Termite | IAQ/Mold
Stucco | Well/Septic | Water | Pool/Spa

Special Discount for SWRA Members

$50 Off

FREE with Every Home Inspection

Home, Termite,
Mold & Sewer

Appliance
Recall Check

5-Year Roof
Protection Plan

Buyer’s Protection
Guarantee

200% Guarantee

We are so confident in what we do, we back it up 200%
Serving Chester, Delaware, Berks, Montgomery,
Lancaster & New Castle (DE) Counties

Inspection Services Group
www.isgroup-llc.com | 484-324-4500
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Tech Helpline Keeps
Members Productive
and Less Frustrated

A

little over three years ago, Suburban West introduced a new value added
benefit for members. The Tech Helpline was offered to ensure that
members could have access to quality tech support when they needed
it. Furthermore, the service was initially created by a state REALTOR®
association resulting in support that truly understands the technical needs of
REALTORS®.
As we enter the fourth year of offering this free service, I wanted to
reintroduce the service to all members, both REALTOR® and Affiliate and
highlight some of the ways the Tech Helpline can be used both professionally
and personally.
Blue Screen of Death – You log on to your laptop and the so called
“blue screen of death” appears (otherwise known as a Stop Error).
Now you’re in a panic because your need to access zipForm Plus.
The Tech Helpline can help diagnose the issue and often remotely access
your computer to help fix it for you.
n	Upgrading an Operating System – You’ve finally got around to updating
your OS and even though you were confident that you could do it yourself,
you’ve run into a problem. No worries, the Tech Helpline can help.
Whether you seek their assistance from the beginning of the install to
problems you encounter mid-stream, they can provide the assistance you
need.
n Purchasing a New Printer – You’ve done the research but are you sure X
printer is a better fit for you than Y printer. Call the Tech Helpline and get
their advice. They’ll identify factors from value to performance to need and
how it fits with your current computer setup.
n	The

These are just a few real life examples of how varied the Tech Helpline
service can be for our members. And this list doesn’t include other core coverage
like: performance optimization (i.e. slow computers); diagnosis and repair of
computer hardware (including printers, monitors, scanners, digital cameras,
etc.) and software (MS Office, Adobe Acrobat, iTunes); recommendations for
upgrades and updates, troubleshooting network issues and so much more.
So whether you are in a pickle or just need advice for a purchase, the
Tech Helpline has you covered. And they are readily available, with extended
hours Monday through Friday (9:00 a.m. – 8:00 p.m.) and also Saturday
(9:00 a.m. – 5:00 p.m.). Make sure you keep the phone number handy
(1-800-897-0873) and don’t let technology get the best of you – make the
Tech Helpline work for you! n

ANNE MARIE MATTEO, CAE, RCE
CHIEF EXECUTIVE OFFICER
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Broker and Designation
Course Schedule
Date

Course

Cost

August 21st

Effective Negotiating for Real Estate
Professionals

$159

September 17th & 18th

CRS 202: Effective Buyer Sales Strategies

$299

October 2nd
(six-day course)

Real Estate Finance

$325

October 8th
(six-day course)

Real Estate Construction

$325

October 24th & 25th

RENE®: Real Estate Negotiation Expert

$235

October 26th

Real Estate Investing:
Build Wealth Representing Investors &
Become One Yourself

$159

November 19th & 20th

ABR®: Accredited Buyer Representative

$235

December 11th & 18th

ALHS®: Accredited Luxury Home Specialist

$259

Information and Registration: 610-560-4900 or www.suburbanwestrealtors.com

Added Bonus for Completing
Broker and Two-Day Designation
Courses with ARS!
The 2018-2020 PA Real Estate License renewal will once again
require a specific education requirement within the 14 hours
total needed for renewal. The requirement will be 1.5 hours in
Property Management and 2 hours in Advertising. Unfortunately, the Broker and Designation classes
do not contain this requirement. However, as a thank you for choosing the Association of
REALTORS® School for your Broker and two-day Designation education, attendees to a Broker or
two-day Designation class this cycle will receive a complimentary voucher for attendance at a 20182020 required PA continuing education class held by the Association of REALTORS® School.

PAR

PULSE

RELRA Amendment Raises Education
Bar for Pre-Licensing, Permits BPO’s
By Christina Cardone, ABR, SRES (District 2 Vice President)

I

n 2007, Suburban West REALTORS® Association’s Board of Directors drafted a letter to the
Pennsylvania Association of REALTORS®
advocating for increased education requirements for real estate licensees so as to increase
professionalism in our industry. Eleven years, this
simple idea has become law through the recent
passage of Act 75 which amends the Real Estate
Licensing and Registration Act (RELRA).
There are three significant changes that the
RELRA amendments will usher in when the
Act goes into effect on August 28: Prospective
real estate licensees must be a high school
graduate or GED equivalent; Increase in required
pre-license education from 60 hours to 75 hours;
and Permitting Broker Price Opinions (BPOs) in
Pennsylvania.
The increase in education requirements for
prospective real estate licensees is an essential

evolution for our industry in Pennsylvania.
Across the country, states require on average 79
hours of education prior to getting a real estate
license. This coupled with the high school
diploma/GED requirement will undoubtedly help
raise the level of competence of new licensees in
the business which better reflects on all of us.
Also of interest to current REALTORS® is that
BPOs will now be permitted in Pennsylvania.
For years, there has been significant interest from
real estate licensees across the state to have the
ability to perform BPOs but unfortunately Pennsylvania was one of only 5 states where they were
prohibited. This changes with the passage
of Act 75.
While it is exciting news that BPOs will soon be
allowed in Pennsylvania, note that there will be
restrictions as the amendment allows BPOs ONLY
for an entity or financial institution and ONLY in
conjunction with real estate owned or REO, loan
modifications, short sales, and portfolio evaluation/
monitoring. Agents interested in performing BPOs
should also be aware that they must be licensed for
three years, complete a valuation certified course
and take valuation continuing education each two
year cycle to remain certified.
Undoubtedly, passage of these significant
changes to RELRA was aided by having proreal estate representatives and senators in the
Pennsylvania legislature. While the Pennsylvania
Association of REALTORS® were influential in
getting the bill written and passed in both the
House and Senate, it wouldn’t be possible if we
didn’t elect pro-real estate officials. This is where
the importance of your strong RPAC support is
critical so that we can continue to elect pro-real
estate and homeownership candidates to office.
If you have not done so already, please consider
making your RPAC investment so that we can
continue to strengthen our industry. n
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Whose (Sewer) Line is It, Anyway?
By Jamie Ridge, Suburban REALTORS® Alliance President/CEO

A

t the Alliance, we strive to be both proactive and reactive — taking the initiative to
improve the way local governments handle
real estate issues and helping REALTORS®
who reach out to us because they need assistance
dealing with municipalities. Here are a few things
that we’re working on right now:

Sewer laterals beyond the property line

When a municipal sewer lateral inspection reveals
a problem that is beyond a homeowner’s property
line, who is responsible for fixing it? The answer,
many municipalities assume, is that the burden
falls on the homeowner. For example, West Brandywine Township’s sewer ordinance states that:
Maintenance, repair, or replacement of the building sewer between the sewer main and the building
served by the building sewer shall be the responsibility of the property owner.
But is this fair, and more importantly, is it legal?
Should homeowners be on the hook for expensive
repairs that are literally beyond their property line?
This situation has arisen often enough that recently we have been consulting with legal counsel
for the Pennsylvania Association of Realtors® to
determine if such ordinances are worth challenging. If you have thoughts or experiences to share
about this topic, please contact us via our website.

Election resources on our website

As I write this column, we are in the middle of
interviewing political candidates for the general
election in November. We ask candidates their
thoughts on real-estate issues, including transfer
taxes, property tax reform, the National Flood Insurance Program and private property rights, to help
determine whether they would support our legislative agenda in Harrisburg and Washington, D.C.
After we have met with all the candidates, we’ll
publish our 2018 Voter Guide for REALTORS® on
our website, www.suburbanrealtorsalliance.com. Be
sure to review the guide before casting your ballot
in November.

Last year, for example, the Alliance assisted
Suburban West in securing a $4,000 placemaking
grant for the Lansdowne Landing project, which
transformed 15 parking spaces into a vibrant community gathering space. If you want to recommend
a project for the grant, email Erin Smist at esmist@
suburbanrealtorsalliance.com or call 610-9819000. More info about the grant criteria can be
found on the NAR website.

‘Act 133 doesn’t apply to us.’ Yes, it does.

In 2016, Gov. Wolf signed Act 133 into law,
updating the Municipal Code and Ordinance
Compliance Act, improving and clarifying the law
regarding how municipalities provide resale certificates to home sellers. Notably, Act 133 said municipalities could not withhold resale certificates
after required inspections had been performed.
As it turns out, getting that law passed was only
half the battle. We have since heard municipalities
claim the law doesn’t apply to them. We have been
correcting these situations on a case-by-case basis,
but we are currently looking for an opportunity to
enforce Act 133 through legal precedent.
For such a lawsuit, we would need an injured
party, e.g., someone who lost money in a home sale
that fell apart because a municipality would not issue a resale permit as legally required. If you know
of someone in that situation, please contact us. n
The Suburban REALTORS® Alliance website is
www.suburbanrealtorsalliance.com.

Send us your ideas for placemaking grants

Each year, the National Association of REALTORS® (NAR) awards placemaking grants to local
associations to support projects that make their
communities better places to live, work and play.
The Suburban REALTORS® Alliance helps with
these grant applications in Chester and Delaware
counties.
July 2018 n REALTOR® News 9
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PROFESSIONALISM

TIPS

Comingling of Funds
By Paula Tansey, RCE, ePro (Association Staff )

A

rticle 8 of the REALTORS® Code of Ethics
states that “REALTORS® shall keep in a
special account in an appropriate financial
institution, separated from their own funds,
monies coming into their possession in trust for
other persons, such as escrows, trust funds, clients’
monies, and other like items.” Additionally,
comingling of funds is a potential violation of
Real Estate License Law. Complainants may file
complaints at the Association or the Real Estate
Commission or both.
As demonstrated by the following case study
from NAR, a hearing panel may recommend that
the results of an ethics hearing involving comingling of funds be forwarded to the real estate commission. Ultimately the decision to forward the
decision of the hearing panel is up to the Board
of Directors.
Case Interpretation #8-2: Request for Investigation Filed by Association with the State Real
Estate Commission
REALTOR® A listed Client B’s residential property and sold it to Buyer C, who made a substantial deposit subject only to Buyer C’s obtaining a
mortgage on terms and conditions not exceeding a
speciﬁed rate of interest within 60 days.
REALTOR® A assisted Buyer C by recommending a lending institution, and after processing of his application for a mortgage, a written
mortgage commitment was made by the lending
institution which met the terms and conditions
of the sales agreement. However, shortly after the
mortgage commitment was received by Buyer C,
REALTOR® A received a certiﬁed, return receipt
requested letter from Buyer C, advising that Buyer
C had changed his mind and would not go through
with the sale. REALTOR® A discussed the matter
by phone, but Buyer C said he would rather forfeit
his deposit and deﬁnitely would not complete the
sale, even at the risk of the seller suing for speciﬁc
performance.
REALTOR® A then advised Client B of Buyer
C’s refusal to go through with the sale and Client
B told REALTOR® A that he did not wish to sue
Buyer C, but would just accept a portion of the forfeited deposit as speciﬁed in the listing agreement
between Client B and REALTOR® A.
REALTOR® A then obtained a written release
from the sale from Client B and Buyer C, and
promised to send Client B a check for the portion
of the forfeited deposit due to Client B as speciﬁed
in the listing agreement. However, REALTOR® A
failed to send Client B a check and Client B filed a
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complaint with the Professional Standards Administrator of the Association alleging a violation of
Article 8 of the Code of Ethics.
At the hearing, Client B stated that he had no
complaint about REALTOR® A’s services to him
except REALTOR® A’s failure to provide Client B
with the portion of the forfeited deposit due him,
and that after several telephone calls and letters,
REALTOR® A had told Client B that he would
provide the forfeited monies due Client B “just as
soon as he could.” Client B said REALTOR® A
told him he had some unexpected expenses and
therefore Client B would have to wait until REALTOR® A obtained other funds which he expected
to receive shortly.
REALTOR® A admitted the facts as related
and further admitted that he had not placed the
deposit received from Buyer C into an escrow account, but had placed it in his general funds. He
said that unexpected expenditures had caused a
deﬁcit balance in these funds, and he would pay
Client B as soon as he could.
The Hearing Panel concluded that REALTOR®
A was in violation of Article 8 of the Code of
Ethics and recommended that the decision, when
ﬁnal, be forwarded to the State Real Estate Commission as a possible violation of the public trust.
The Board of Directors afﬁrmed the decision
of the Hearing Panel; ordered implementation of
the recommended sanction; and requested that
the President forward, with advice of Board legal
counsel, the ﬁnal decision to the State Real
Estate Commission as a possible violation of the
public trust. n

REAL

NEWS

Legislative

New Law Protects Conserved Land Against
Eminent Domain Seizures – A bill co-written by a
Chester County legislator, state Rep. Warren Kampf
(R-157), that provides new protections for land
governed by a conservation easement from being
taken for development by eminent domain has been
signed into law, cheering those who saw threats to
open space. The new law will require that entities
like school districts and local governments seek
court approval before taking property by eminent
domain if that property is under conservation
easement, said a representative of Natural Lands,
a major player in regional efforts to preserve
open space. The legislation was prompted by two
instances in which local school districts in the
state had sought to seize lands protected by Natural
Lands, including the recently opened Stoneleigh
Preserve in Lower Merion, Montgomery County.
The bill was co-sponsored by state Reps. Marcy
Toepel (R-147) and Kate Harper (R-61), both of
Montgomery County.
n

State Issues New Rules for 1099 Tax Withholding Requirements – New state tax withholding requirements have created two new obligations
for individuals and businesses that pay certain
out-of-state individuals. The new rules will require
withholding the amount of Pennsylvania Personal
Income Tax (currently 3.07 percent) and remitting
them to the state through the Department of
Revenue. “When we initially learned of these
changes, PAR began some investigating. It’s clear
that the new rules were passed quickly and were
not targeted at the real estate industry, but they
will, in fact, affect a small number of brokers and
REALTORS®,” said Hank Lerner, PAR director of
law and policy.
n

for the protection of all parties, agents should
work with an interpreter in those situations that
necessitate it. The Pennsylvania Association of
REALTORS® has compiled a list of translation
services in the Legal Resource Library (www.
parealtor.org/for-members/legal - found under the
“specialty” section).

Memorial Notices

Marlane G. Bohon passed away on May 19.
Marlane was a REALTOR® with BHHS Fox
& Roach REALTORS® in Malvern and was a
member of the Association for 27 years. Contributions to the American Cancer Society can be made
in memory of Marlane.
n

Chris Panarello, Jr. passed away on May 26th.
Chris was Designated REALTOR® and broker/
owner of Century 21 The Real Estate Store
with offices in Garnet Valley, West Chester,
Concordville and Chichester. He was a member
of the Association for 27 years and is the son of
current REALTOR® member Elaine Panarello.
Online condolences may be made by visiting www.
paganofuneralhome.com.
n

Richard “Dick” Shaw passed away on June
18th. Dick was Designated REALTOR® and
broker/owner of Shaw REALTORS and more
recently an Associate Broker with RE/MAX
Action in Exton. He was a member of the Chester
County Association of REALTORS for 25 years
and a REALTOR® for 40 years total. Memorial
contributions may be made to Grace Covenant
EPC, 444 Creamery Way, Exton PA 19341.
To send online condolences, please visit www.
jamesterryfuneralhome.com. n
n

Association

Suburban West Launches Member-Only
Facebook Group – To provide its members the
opportunity to share on topics relevant to their
shared interest, the Association has launched a
private, members-only Facebook group! Any active
REALTOR® or Affiliate member can request to
join the group by providing their name and NRDS
ID. Request to join today and take this opportunity
to connect with your REALTOR® community!
n

Translation Services Resource Available on
Pennsylvania Association of REALTORS®
Website – Representing non-English-speaking
clients can offer a number of challenges for
REALTORS®. Communication issues as well as
cultural differences add an additional layer to
already complex relationships and transactions.
Given the extremely important factor that clear
communication plays in real estate transactions,
n
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CYBER-CRIME
IN REAL ESTATE:
IS IT REALLY A “THING”?
BY: BRETT M. WOODBURN, ESQ.

W

e are fast approaching the mid-point of the third business quarter of
2018, and I suspect that most, if not all of the professionals who take
time to read this article are at least passingly familiar with the term ‘cybercrime’. Probably the most commonly appreciated type of cyber-crime for the
REALTOR® is wire fraud. Concerns about wires being hijacked or misdirected
have consumed the title industry, and based on the professional relationships between title agents and REALTORS®, there is a greater appreciation of
the risk that consumers face when transferring funds as part of a real estate
transaction. Is it enough for REALTORS® to be aware of the risks of wire fraud?
Do agents have a responsibility to educate their clients about the risks and
basic precautions that they can take to reduce their risk of becoming victims?
Do brokers have an obligation to be familiar with the risks, to educate their
licensees, and provide protections? What are your duties, as licensees, to the
consumers with whom you work?
Cyber-crime continues to become increasingly prevalent in today’s business environments. On May 7, 2018, the
FBI released the most recent report about cyber-crime based on information gathered and statistics compiled by
the FBI Internet Crime Complaint Center (IC3). https://www.ic3.gov/2017_IC3Report.pdf. From its launch in May
2013, the IC3 has become exponentially busier; and on October 12, 2017, at 4:10 PM, it received it 4 millionth
consumer cyber-crime complaint! In 2017 alone, the IC3 received over 300,000 complaints of cyber-crime

totaling approximately $1.42 Billion dollars in losses in the United States. Those numbers, as big as they are, are
truly just the tip of the iceberg for REALTORS®. From 2015 to 2017, one form of cyber-crime targeting real estate
transaction, Business Email Compromise/Email Account Compromise (BEC/EAC), rose over 1,100% with adjusted
losses increasing over 2,200%. Pennsylvania has had the dubious honor to climb in the ranks from 8th (2016) to
5th (2017) for the number of victims of cyber-crime.
Some very simple conclusions that can be drawn from these numbers; not only is cyber-crime increasing at an
alarming rate, but real estate transactions are being targeted more and more frequently, and Pennsylvanians
are increasingly becoming prime targets. There are so
many aspects of cyber-crime and so much information that it can quickly become overwhelming. What
do agents need to know about cyber-crime? Into what
technology do agents need to invest? What are agents’
duties to their selling and buying consumers? What are
the broker’s duties to their agents?

REALTORS® need to be
aware that ‘phishing’ and
‘social engineering’ are
tactics that criminals
successfully use to obtain
information from them,
the agent, in order to
successfully perpetrate
the fraud. ‘

Those are challenging questions. A more relevant
question for agents is, how can we limit our liability if
and when our clients are victims of cyber-crime? The
good news is, some of the most important steps that
one can take to minimize exposure and liability are
within the individual’s control. The bad news is, some
of the most important steps that on can take to minimize exposure and liability are within the individual’s
control. The Business Email Compromise and Email Account Compromise are, collectively, a type of cyber-crime that has become increasingly common in real estate
transactions. Traditionally, BEC/EAC scams targeted businesses that regularly perform or are involved with wire
transfers. According to the IC3, in 2013, the scammers hacked or spoofed email accounts belonging to high
level executives, and then issued instructions to wire proceeds to fraudulent accounts in various locations. In
2014, the BEC/EAC approach evolved to include spoofed personal email accounts. Fraudulent requests for
payments were being sent to vendors from the spoofed account’s contact list. The IC3 record show that 2015
saw yet another evolution as lawyer and law firm email accounts were being hacked or spoofed and requests
for one-time, time sensitive transfers were being sent to clients or opposing counsel. Throughout 2016, the IC3
received a growing number of complaints that demonstrated that the BEC/EAC scams were now targeting nonpublic personal information found on W-2 forms. In 2017, BEC/EAC scams focused on real estate transactions.
While targeting businesses that engage in regular wire transfers is still the preferred method of operation,
these scams have become increasingly sophisticated and will adapt to the business practices of the intended
victim, regardless of whether the victim engages in wire transfers or uses checks. The IC3 reported over 9,600
real estate cyber-crime victims in 2017, with reported losses exceeding $56.2 million dollars.
What is the most common format that the BEC/EAC scams take in real estate transactions? The criminals will
hack or spoof the accounts of the title agent or the real estate agent. Through implementing social engineering
techniques, the criminals will be “assume” the identity of the real estate professional. The criminals forge emails
that, at first glance, seem to come from an authentic account. The emails contain enough real or legitimate information to appear authentic to the unsuspecting or uneducated consumer, but will include the criminal’s bank
information. As a result of the level of sophistication and apparently legitimate information in the communiques, the consumers follow the instructions and send their money to the criminals. In most instances, the money
is gone before the consumers, title agents or REALTORS® are aware.
REALTORS® need to be aware that ‘phishing’ and ‘social engineering’ are tactics that criminals successfully use
to obtain information from them, the agent, in order to successfully perpetrate the fraud. ‘Phishing/ Vishing/
Smishing’ are unsolicited communications from a purportedly legitimate source seeking personal, financial or
login information. Phishing usually takes place via email; Vishing occurs over the phone or other voice media;
and Smishing is done through text solicitation. What is ‘social engineering”? Social engineering “refers to
the psychological manipulation of people into performing actions or divulging confidential information.”

https://en.wikipedia.org/wiki/Social_engineering_%28security%29. By being aware of the terminology and by
having a better understanding of what cybercriminals are trying to accomplish, REALTORS® will be in a better
position to reduce their risk of being compromised, and will be able to counsel their clients on how to identify
suspicious communications.
What can you, as a technologically unsophisticated (or even moderately sophisticated) real estate professional do
to reduce your risks? The best defense to falling victim to a BEC/EAC scam is education. Understand what scams
are being used most frequently, develop a system of ‘best practices’, and communicate your business practices to
your clients. For example, the prevalence of wire fraud schemes in real estate transactions is so widely known that
failing to take even the most basic steps to protect against such scams could now rise to the level of professional
malpractice. IN JULY 2018, YOU ABSOLUTELY NEED TO KNOW THAT WIRE FRAUD IS A VERY REAL RISK! Here are
some basic practices that real estate professionals should adopt, and practices about which REALTORS® should
educate their clients:
• C all and speak with a bank or title company representative to verify wire instructions. Consumers may get wire
instructions through a secured transmission from the bank or title company. REALTORS® should instruct their
consumers to verify those instructions with a telephone call to the bank or title company. Remember, do not use
the contact information provided in the email; use the contact information that you can find on the company
web site or on a business card. Do not email the person that you are about to call and ‘warn them’ that the call
is coming; if the phone number in the email has been spoofed, the criminals may call you to offer the verbal
verification of the instructions.
•	Question change. As a general rule, title companies do not change wire instructions in the middle of a transaction. If you receive any type of communication indicating that the wire instructions have changed, follow up
with person-to-person contact. Do not rely on the information in the communication; if the notice of change is
fraudulent, so too will the contact information in that communication be fraudulent.
• Confirm, preferably in person, that the instructions that you received are accurate.
•	Verify that the recipient of the funds immediately to see if the funds have been received. Understand that it may
take time for the transmission of wired funds to process, but stay on top of it! If your client is a victim of theft,
there is a very short window of time in which the FBI may be able to help.
The ‘human factor’ is by far the easiest and least expensive way to thwart cyber criminals.
Are real estate licensees really at risk of being found liable to their clients who are victims of cyber-crime?
It depends…
In its most basic terms, liability depends on an underlying obligation, or duty, that the real estate licensee
owes the consumer. For example, all licensees have a
duty to “exercise reasonable professional skill and care
which meets the practice standards required by” the
Real Estate Licensing and Regulations Act (RELRA). All
licensees have a duty to “ensure that all services … are
provided in a reasonable, professional and competent manner…” Agents and brokers must account for money
deposited into an escrow account. Furthermore, RELRA prohibits a licensee from making substantial misrepresentations. It is a violation of RELRA to present misleading or untruthful advertising.
Engaging in conduct that demonstrates bad faith, dishonesty, untrustworthiness or incompetence violates the
duties owed to consumer.

The best defense to falling
victim to a BEC/EAC scam
is education.

REALTORS® have heightened obligations to consumers as subscribers to the NAR Code of Ethics. Article 1 obliges
REALTORS® to protect and promote their clients’ interests. Article 11 requires REALTORS® to adhere to the standards of practice expected of real estate professionals. Article 12 forbids untruthful or misleading advertising.
How do the legal and ethical obligations of REALTORS® translate into potential legal liability? An unscientific survey of web sites maintained by REALTORS® in Pennsylvania revealed that REALTORS® are advertising themselves
and their brokerages as follows:

• …designed to make the entire real estate transaction as simple and as problem free as possible…
• … utilizing state-of-the-art technology…
• … providing exemplary services to all our clients…
• … capable of serving all your real estate needs…
• … knowledge, expertise, and skills to safely conduct real estate transactions…
If you have not familiarized yourself with the standards of practice that the NAR has published to its members
regarding best practices for REALTORS® when sending or receiving wires, are the above statements still true? If
you have not educated your clients about best practices, have you demonstrated professional, competent skill?
If you do not employ secured email, or use free and public WiFi spots, do you provide exemplary service in a
trustworthy, reasonable manner?
BEC/EAC are but one of the cyber-crimes against which REALTORS® and their clients must guard. The areas in
which you practice, the level of sophistication that you advertise, and the level of skill and training that you
present can and will affect the steps that you need to take to protect your clients and yourselves. Education and
awareness are two of the most powerful and effective steps that real estate professionals can take to combat the
ever-increasing presence of cyber-crime. They are also two tools over which the licensees have direct control.
REALTORS® cannot stop their clients from becoming victims of cyber-crime, but REALTORS® can help their clients
manage that risk. n
Brett Woodburn is a shareholder with Tucker Arensberg Attorneys in Harrisburg and focuses his practice on real estate law.
He is currently Counsel to Keystone Human Services and was Associate General Counsel to the Pennsylvania Association of
REALTORS® for more than 15 years.
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SCRAPBOOK

Association Scrapbook
Highlighting Suburban West members in action
at Association events, classes and community events.

Happy Hour and Affiliate Expo – May 22 (The Desmond, Malvern)

SWRA Affiliate Member Joe Phelan and colleague Ann McCafferty discuss their services with an
attendee. This event is the premier opportunity for Affiliate members to meet face-to-face
with REALTORS®.

REALTOR® members mingle at the Happy Hour and Affiliate Expo. Approximately 150 members
were in attendance for the 7th Annual Event.

(L to R) REALTORS® Gary Lacy, Debbie McCabe and Jackie Cunningham-Hill are photographed at
the Expo. REALTORS® and Affiliate members enjoyed complimentary appetizers and drink specials
at the event.

REALTORS® and Affiliates make their way through the crowds to the various booths at the Affiliate
Expo. 20 Affiliate members and their respective companies exhibited at the event.

REALTORS® Support First Time
Homebuyer Legislation – May 1
(State Capitol Building, Harrisburg)

REALTORS® from across Pennsylvania show their support of proposed legislation for a First Time
Homebuyer savings program in Pennsylvania. Speaking on behalf of the legislation is state
representative Jamie Santora, a Suburban West REALTOR® member. Joining Jamie were other
Suburban West members: Steve D’Antonio; Ken Enochs, Barbara Margolis, Kathy McQuilkin,
Kathie Ramer, Mark Reale and Brian Slater.
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Starbucks Morning: SEPTA’s Impact on
Home Values – June 12 (SWRA, Malvern)

Erik Johanson, SEPTA’s Director of Business Innovation, discusses the recent study
that showed the positive impact of proximity to SEPTA has on home values in the
region. Nearly 40 members were present for this installment of the popular monthly
Starbucks Morning series.

School Awards – June 14 and June 15 (Culbertson Elementary and Paxon Hollow Middle School,
Marple-Newtown)

Past Suburban West chairman Jim Ryal poses with the 5 recipients of the Most Improved Student
award at Culbertson Elementary School. As Suburban West is dedicated to helping its members
improve their business through education, we are proud to support the education achievements
of students throughout the area.

Past Suburban West chairman and current Board member Steve D’Antonio poses with the
recipient of the Most Improved Student award during the Promotion Ceremony at Paxon
Hollow Middle School. For over 17 years, Suburban West has sponsored school awards in the
Marple-Newtown school district.

Commercial Real Estate Boot Camp – June 6 (SWRA, Malvern)

Chip Hughes presents on the ABC’s of Commercial Real Estate at the first of four Commercial
Real Estate Boot Camp. This four-session camp was brought back by popular demand and was
designed for both new licensees and residential interested in learning more about commercial
real estate.

Members learn at session 2 (Commercial Real Estate Sales) of the Boot Camp. Overall, the
sessions were once again well received with 75 members attending at least one session and over
30 attended all four.

Putting Clients First – June 20 (Llanerch Country Club, Havertown)

Andrew Wetzel instructs on cooperation, an important concept that is unique to the real estate
community. This topic and its relationship to compensation and procuring cause, serves as the
required Suburban West Member Training for 2017-2018. The 3 ½ hour class also provides NAR’s
Code of Ethics requirement for 2017-2018 and needs to be completed by December 31, 2018.

Students listen intently to the Putting Clients First class held offsite in Delaware County.
Suburban West will offer the required training class very often throughout the fall in various
locations, including Delaware County, the Main Line, southern Chester County and main office in
Malvern. There will also be off-hour options to complete course in Malvern, including evenings
and Saturdays.
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SPOTLIGHT

Make it Personal with
the Right Closing Gift
Gemma Hrevatis on How a Unique and Personal
Closing Gift Can Impress Your Client
Please share with us your background and your
career track.

Leap first, look later. That’s how it happened.
At a young age I knew I wanted to be a business
owner, a lifelong aspiration that always felt like
a natural fit for my restless and creative mind.
After 13 years of working as a Registered Nurse
in Neonatal Intensive Care I took the leap and
with it, my co-worker and now business partner,
Sarah Bakke. The entire process from signing the
franchise agreement to our grand opening took
over 7 months and 853 cups of coffee. Utilizing
and implementing the skills and characteristics
developed through Nursing is what I attribute my
successful career transition to. For me, the leap of
becoming a business owner has been one of my
most challenging yet gratifying accomplishments.

At the end of a busy day, how do you prepare
yourself for the next challenge?

One of our main priorities is building buzz and
creating curiosity, excitement and interest by offering the community and surrounding areas with
an ever-evolving workshop schedule. Continued
networking and collaborating with other local businesses and artisans allows us to build great working
relationships while being able to offer unique workshop experiences in addition to our regular class

offerings. Prioritizing and taking one day at a time
is key to being able to brainstorm and execute ideas
for new hands on workshop events and experiences.

How and why does your business partner
with REALTORS®?

The purchase of a home is by far one of the
greatest. Decisions people will make in their
lifetime. Never the same, the buying process can
be characterized by vast emotions. Clients look
to their REALTORS® as experts in their field, to
serve as their advocate and to guide them through
the process. Each client/REALTOR® relationship
is unique and personal, so what better way to close
on a home then with a gift just as personal. AR
Workshop Malvern, a DIY home décor workshop,
partners with REALTORS® and offers closing gift
packages at discounted prices. Framed and plank
wood signs, lazy-susans, trays and canvas pillows,
are just some of the projects to choose from, with
a variety of design options and personal customizations (i.e. names, dates, addresses and coordinates)
our staff will handcraft your closing gift and package to impress. Adorning their new home for years
to come, a custom handmade closing gift is sure to
leave a lasting impression, making your clients the
first to answer when someone asks, “Does anyone
know a good REALTOR®”? n

With construction complete the day before, Sarah Bakke (left) and Gemma Hrevatis (right) pose for a photo during their Grand opening of AR Workshop on March 24, 2018 after working for 15hrs the
night before to pull off the big day.
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PUTTING CLIENTS FIRST:
COOPERATION, COMPENSATION
& PROCURING CAUSE
Complete the 2017-2018
Requirement By December 31, 2018



Unauthorized/Unsupervised Access
Coming Soon and Off-MLS Listings
Coming to a Location Near You!
Havertown, Kennett Square, Malvern

Fulfills:
•
•

SWRA 2017-2018 Membership Renewal Training Requirement
NAR 2017-2018 Code of Ethics Requirement

More Information and Registration:
swra.co/events-category/requiredmember-training or call 610-560-4800

Suburban West
REALTORS® Association
1 Country View Road, Suite 201
Malvern, PA 19355
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ADDRESS SERVICE REQUESTED

Before contacting
the Tech Helpline

After contacting
the Tech Helpline

Don’t Get Frustrated by Technology!
Free Support is Just a Phone Call or Click Away

(800) 897-0873 or chat.techhelpline.com

